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Abstract—Autonomous vehicles (AVs) represent
a fundamental change in transportation, enabled
by the integration of embedded systems. This
comprehensive survey delves into the embedded
hardware and software architectures that are the
groundwork for self-driving capabilities. It
further researches the computational substrates,
from high-performance heterogeneous
system-on-chips (SoCs) to parallelized graphics
processing unit (GPU) architectures. Critical
design considerations such as functional safety,
cyber-security and performance constraints are
examined. The purpose of this survey is to
review the emerging utilization of embedded
systems in autonomous vehicles by observing
their history, comparing the three main
contenders today, then looking into specific case
studies such as Alphabet Waymo, Tesla
Autopilot, and a few others to provide practical
perspectives on how different companies
implement embedded systems into their
autonomous driving platforms. The final portion
of this survey will predict the future direction of
autonomous vehicles and discuss how current
advancements such as artificial intelligence (AI)
or vehicle-to-everything (V2X) communication
would impact the embedded systems.
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I. INTRODUCTION

Over the past few decades, embedded systems
have become integral components in realizing
autonomous vehicle functionality. Moore’s Law has
enabled increases in transistor densities and
semiconductor capabilities leading to the current
era. Autonomous vehicles, often seen as the future
of transportation, depend heavily on embedded
systems to attain the advanced features required for
safe and efficient self-driving. Safety features
include real-time monitoring of components like
sensors and actuators to detect anomalies and
initiate corrective measures. Reference [1]
emphasizes ensuring the safety of autonomous
vehicles is a paramount concern, and embedded
systems are integral to implementing the necessary
safety measures. In addition to safety measures,
embedded systems contribute to navigation,
maintenance, energy management, human-machine
interaction (HMI), and environmental awareness
capabilities within autonomous vehicles. The main
scope and objectives of this survey are:

1) To analyze the embedded computing
architectures enabling autonomous vehicle
operations.

2) Review case studies and observe their
successes and failures.

3) Look at the current developments and
predict the future direction of autonomous
vehicles.

II. BACKGROUND

A. History
The history of embedded systems in self-driving

cars stretches back over 30 years. The first car to
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incorporate an embedded system was the 1977
General Motors Oldsmobile Toronado by using an
electronic control unit (ECU) for electronic spark
timing [2]. The idea of using specialized hardware
to accelerate neural network computations in
embedded systems can be traced back to Intel’s
electrically trainable artificial neural network
(ETANN) in the late 1980s. This analog circuit
implementation, with its 64 neurons and 10,240
synapses, showcased the potential benefits of
dedicated accelerators for improving efficiency in
embedded neural network applications [3].
However, it was not until the early 2000s that
significant breakthroughs were made toward
autonomous driving capabilities.

The Defense Advanced Research Projects Agency
(DARPA) Grand Challenges in 2004, 2005, and
2007 provided major advances [4]. The challenges
attracted teams from top universities and research
institutions worldwide. The 2007 DARPA Urban
Challenge marked the most ambitious event yet in
the Defense Agency’s trilogy of Grand Challenges.
While the preceding 2004 and 2005 Grand
Challenges involved navigating self-driving cars
through static desert courses, the Urban Challenge
raised the difficulty level. Self-driving cars now had
to demonstrate situational awareness by navigating
dynamic urban settings with moving traffic and
obstacles. As further discussed in [5] this new
challenge required a more complex system referred
to as cyber-physicals systems (CPS). The
cyber-physical systems approach has been pivotal
for propelling embedded autonomous driving
systems forward. CPS techniques like co-design,
distributed real-time architectures, formal modeling,
and human-system integration ensured embedded
autonomous driving systems operated safely.

Waymo (formerly the Google Self-Driving Car
project), launched in 2009, made a significant
development by creating a vertically integrated
embedded computing platform purposely built for
autonomous vehicles [4]. Waymo’s real world
testing across millions of road miles generated
critical data for refinement and validation.

Throughout the 2010s, numerous automakers and
technology companies formed partnerships to
advance autonomous driving capabilities. Notable
examples include the partnership between BMW,
Intel, and Mobileye. This cross-industry approach
combined the automotive expertise of traditional

manufacturers with the computing and artificial
intelligence (AI) knowledge of tech companies.
Over the course of the decade, the cross-industry
partnerships produced breakthroughs shaping the
embedded computing foundations for production
self-driving cars.

B. Fundamentals of Autonomous Vehicle
Systems

When we discuss autonomous vehicles, there are
different levels of autonomy that we could refer to.
The Society of Automotive Engineers (SAE) has
defined six levels of automation to describe how
much human-to-machine dependence the vehicle
requires, which has become adopted as the “de facto
global standard,” the J3016 automated driving
classification standard [6]. Each level, described
below, utilizes embedded systems that grow in
complexity alongside each defined level of
autonomy to accommodate for the growing
responsibilities being handled by the machines.
Beginning with level 0, “No Driving Automation,”
this describes standard vehicles where the driver has
full control of all driving tasks and no automation is
used whatsoever. Next is level 1, “Driver
Assistance,” where the vehicle contains a single
automated feature such as cruise control or a
collision warning system but the driver remains in
control of the majority of components. Then level 2,
“Partial Driving Automation,” describes a vehicle
that can perform steering and acceleration on its
own but is still dependent on the driver being alert
and ready to take over at any time, especially in
emergency situations. Moving into the more
autonomous levels, level 3, “Conditional Driving
Automation,” has the vehicle controlling most
driving tasks but the driver still needs to be alert as
an emergency response and correct any erroneous
maneuvers. Level 4, “High Driving Automation,”
states that the vehicle can perform all driving tasks,
under certain conditions. The driver should be in
control under certain conditions such as heavy
storms, merging into extremely congested traffic on
a highway, or closed-campus operations, otherwise
the vehicle is able to traverse by itself with little
issues, even in emergency situations. Finally, there
is level 5, “Full Driving Automation,” where the
driver can sit back as the vehicle has full control of
all driving tasks under all conditions [6]-[8].

An autonomous vehicle contains five basic
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functions that allow the vehicle to maneuver within
the differing levels of automation. Those five
functions are: perception, localization, planning,
control, and system management. Perception is the
ability for the vehicle to see its environment which
can be achieved through the use of various sensors
and sensing techniques such as light detecting and
ranging (LiDAR) and computer vision. Localization
functions allow the vehicle to accurately determine
its position, usually with the techniques of a Global
Positioning System (GPS), triangulation, or similar
tracking methods. The planning functions act as the
brain of the vehicle, analyzing the information
provided from all the other functions and
determining the appropriate motion to take or
multiple possibilities to pursue. On the other hand,
the control functions are the muscles of the vehicle
which provide movement such as steering,
accelerating, and braking. These movements are
based on the results from the planning functions and
the control functions follow every command given
to them. Finally, the system management, these
functions supervise everything that happens within
the autonomous vehicle with key functions such as
logging, fault management systems, and
human-machine interface for interactions. The

system management would have all the information
if the vehicle acted up and could assist in
pinpointing the errors [10].

Within each of those five functions are many
different sub functions that can differ based on the
complexity and needs of the autonomous vehicle.
The sub functions could include RADAR, infrared
sensor, or any other autonomous sensor for
perception, autonomous controllers for control,
4G/5G communication for planning functions to
communicate with necessary components, screens
or some other infotainment devices for
human-machine interaction within the system
management and many more (Fig. 1) [10].

Some sub functions could consist of just one
component but most times there is a fusion of two
or more components working together. For instance,
perception could be handled by just a single LiDAR
or camera, each with their own advantages and
disadvantages. Using a single camera can allow for
clearer images with more data to read but lacks
depth perception and loses value in the dark as it
cannot see as much or as far. Meanwhile a single
LiDAR provides a point cloud map of anything that
the laser can hit which could provide a further view
of the surrounding area even in the dark but is
missing key details such as road markings or the
colors of a stop light. Both can also fail under bad
weather conditions, the LiDAR more than cameras
as the weather can greatly impact a LiDAR’s
reading but it only distorts a camera’s view if it is
large or heavy enough to obstruct it. By fusing these
two visions together the vehicle can obtain a
complete picture of its surroundings with a large
radius filled with details (Fig. 2) [11].
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III. EMBEDDED SYSTEM ARCHITECTURE

Throughout all these references, there is a
growing reliance on the software used to make cars
autonomous while also increasing the complexity of
the software. The increased complexity comes from
creating new code to solve the many issues that
arise. In 2009, low-end cars had 30 to 50 ECUs all
throughout the car to be able to control everything
within it and monitor it for safety [2]. Now, there
are even more systems such as the Advanced Driver
Assistance Systems (ADAS), intelligent driving
model (IDM), Trusted Platform Modules (TPM),
and Root of Trust (RoT) that have been developed
to help secure the safety of these vehicles and
ensure that they would be able to effectively drive
without needing the assistance of a person.

The growing reliance on software requires an
efficient architecture to manage the complexity and
ensure reliable operations. There are three main
architecture types—centralized, distributed, and
hybrid—each with their own unique benefits and
trade-offs.

A. Centralized System Architecture
In a centralized system architecture, a majority of

the components are contained within a single,
centralized, computational unit. The vision and
movement are external components that connect to
the computational unit containing everything else
through multiple wires (Fig. 3); this single unit
allows for an ease of shareability as no additional
networks need to be added, allowing for minimum
delay and loss of information [9].

However, centralized systems lack scalability as
the number of components would be limited to the
size of the computational unit and increasing its size
could also increase the length of connections
between the sensors or actuators to the unit, adding
more weight and noise to the overall system [9].

Not only that but collecting all the computational
aspects into a centralized unit forces all the
functions in one place, preventing tests or
developments from any submodules from occurring
at the same time. It forces the modules to perform
within a certain sequence which requires high
computing power and makes it difficult to detect
any faults before they occur or even maintain a
backup module for those purposes [12].

B. Distributed System Architecture
In distributed system architectures, there could be

multiple local computation units with all the sensors
and actuators distributed between the units and each
unit is connected through a common
communication system (Fig. 4). By breaking into
multiple computational units, the overall complexity
of the autonomous system is reduced with the
individual units being as complex as their objective
needs it to be. It also increases computational
performance of the system as the units can run
different processes in parallel [9].

This concept is further explored in [13] where an
open platform is introduced for autonomous
vehicles using distributed systems. Their basic
control and data flow diagram (Fig. 5) illustrates
how the system can distribute computational tasks
across different modules allowing data to be
processed from multiple inputs in parallel with all
communication between these units relying on a
Controller Area Network (CAN) bus [13].

Essentially, the distributed system architecture
resolves any issues from the centralized system
architecture, however it brings some issues of its
own. Due to having multiple control units, the
distributed system requires a central communication
system to distribute data to the necessary locations,
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but that causes a loss of performance as some data
may be delayed or collect noise between functions.
This is a major issue in time sensitive cases that
could occur when traversing at high speeds in an
autonomous vehicle. In an attempt to resolve this,
time-triggered communication protocols such as
FlexRay or the Automotive Data and
Time-triggered Framework (ADTF) were
introduced to be activated for specific applications
[12].

C. Hybrid System Architecture
Hybrid system architectures combine the best

parts of the centralized and distributed models
discussed above but focus more on optimizing
performance and flexibility.

One notable example is the open-source software
Autoware. Autoware is a hybrid system due to its
main application being a centralized unit for itself
but working with other units to allow the entire
vehicle to function as seen in Fig. 6 [14]. A vehicle

utilizing Autoware could still have multiple
processes running simultaneously to figure out the
localization through different methods such as
creating 3D maps from LiDAR scans while also
using mapping algorithms like the Iterative Closest
Point (ICP) algorithm, and detecting surrounding
objects all within their own computational units just
like the distributed system architecture. However,
once all that data is obtained, it gets fed to the
Autoware software which then processes all the
gathered information, comparing the accuracy of
the mapping algorithms with the LiDAR maps and
checks if the objects detected were captured on
some other visual sensor, in order to produce the
most accurate response in their current situation.
The way it collects all the data to produce the final
outcome is similar to the centralized system
architecture [14].

IV. SPECIFIC CASE STUDIES

In the rapidly evolving autonomous vehicle
industry both automobile manufacturers and newly
created companies are all racing to create a level 5
autonomous vehicle. However, the “self-driving
cars” of today are only reaching level 2 autonomy
with the leaders achieving level 3 autonomy [8]. As
of 2018, companies like Waymo, General Motors
(GM), and Volkswagen led the development of
autonomous vehicles with many others following in
their footsteps (Fig. 7). This portion of the survey
will be looking at some of these companies to
observe certain advancements in the technological
developments for the autonomous vehicles industry.
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A. Alphabet’s Waymo
Waymo’s embedded autonomy stack

demonstrates a sensor fusion approach combining
multiple data streams through deep learning (DL)
architectures. The core perception model is
regarded in [15] as RoadNets, a two stage
three-dimensional (3D) convolutional neural
network processing raw inputs from LiDAR (light
detection and ranging, cameras, and radars). In the
initial stage, 3D region proposals are generated
from different sensor modalities [15]. For example,
a LiDAR identifies 3D regions of interest from the
point cloud data, while image-based fusion heads
propose regions from the camera inputs. The second
state is where visual segmentation “RoadMask”
subnetworks classify and refine the regions.
Enabling precise detection and tracking of obstacles
such as pedestrians, cyclists, and vehicles.

Comparators are fundamental components in
Waymo’s embedded systems. The study by
Rosenband explains how these comparators are
built from a few dozen transistors and are replicated
thousands of times across the self-driving system.
For instance, Waymo’s 1080p image sensors contain
1920 comparators, one for each pixel column, and
must perform over 510 billion comparisons every
second [16]. The custom LiDARs described

previously rely on Waymo comparators to precisely
measure the time it takes for a laser pulse to reflect
off an object and return to the sensor, enabling
distance measurements accurate to within 1 cm.
Waymo’s custom LiDAR system and extensive use
of comparators in their embedded systems have
been crucial in advancing autonomous vehicle
technology.

B. Tesla Autopilot
Tesla’s Autopilot system is powered by a custom

embedded hardware platform, the Full Self-Driving
(FSD) Computer. The latest generation of the FSD
Computer, introduced in 2019, features a custom
SoC. As stated by Talpes et. al, the latest FSD
computer is a 21x improvement over its predecessor
and is capable of processing up to 2300 frames per
second [17]. The SoC includes two neural
processing networks, each capable of delivering 144
trillion operations per second (TOPS). This custom
chip accelerates the neural networks used in
Autopilot and Full Self-Driving while reducing cost
and power consumption. It further exemplifies how
purpose-built hardware can greatly enhance the
performance of autonomous driving systems.

Tesla’s approach to Autopilot development is also
characterized by a “tethered” architecture.
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According to [18], the architecture enables
continuous improvement of Autopilot’s behavior
through software updates and data collection [18].
Between 2012 and 2020, Tesla introduced four car
models, three Autopilot hardware generations and
47 software based features, releasing software
updates every five days on average (Table I). This
tethered architecture allows for modular hardware
variations and enables a new trajectory for software
based development. Examining this “tethered”
architecture we observe how Tesla challenged the
traditional notion of fixed hardware-software
configurations in embedded systems. Tesla has
shown the potential for embedded systems to evolve
over time based on real-world data and user
feedback.

C. Baidu Apollo
Baidu, a Chinese technology company, has

developed a real-time operating system called the
Apollo OS for autonomous driving. In the
examination of the Baidu Apollo platform, [19],
emphasizes how the development of a specialized
operating system differentiates Apollo from other
platforms [19]. Unlike general-purpose operating
systems, Apollo OS is designed to meet the
real-time and safety-critical requirements of
self-driving systems. One of the key components of
the Apollo platform is the Apollo Computing Unit
(ACU). Another component is Apollo Dreamland, a
self-driving simulator. Dreamland provides a
realistic and immersive simulation environment that
accurately replicates real-world driving scenarios.
Building upon this, [19], further explains that the
simulator saves developers time and effort by
providing a virtual testing environment [19].
Dreamland's integration with Apollo OS ensures
that the simulated behavior of the autonomous
vehicle closely matches its real-world performance.

Reference [20], utilized the Apollo Open Platform
and Apollo Dreamland similarly to develop and test
a novel path planning approach for autonomous
vehicles. Their strategy involved a two stage
process: first, generating a smooth driving guideline
from map data, and second, optimizing the path in
the Frenet frame using a piecewise-jerk formulation
[20]. The Frenet frame, also known as the
Frenet-Serret frame, is a coordinate system that is
used in path planning for autonomous vehicles. By
leveraging the Apollo Open Platform and Apollo

Dreamland simulator, [20] demonstrated significant
improvements in path planning. The two stage
optimization approach resulted in efficient
computation of kinematically possible paths in
cluttered environments.

D. NVIDIA DRIVE Platform
NVIDIA’s primary hardware for AVs is updated

every 3 years. At the hardware level, NVIDIA’s
DRIVE series has set new benchmarks for
computational power in the industry. The latest
DRIVE AGX ORIN Developer Kit offers 254
TOPS of performance to support multiple AI
inference pipelines. Reference [21] provides
additional context by explaining that the latest
version was integrated into production vehicles in
2023, while its successor, DRIVE Atlan, is
scheduled for release in 2026 [21].

Looking ahead, NVIDIA’s DRIVE Hyperion 9 is
a platform for software-defined autonomous
vehicles, scheduled for 2027. Hyperion 9 aims to
achieve automated driving with 8x the performance
of the current DRIVE Orin-based architecture
within the same power envelope. Additionally,
Hicok offers a more detailed explanation, stating
that the platform incorporates redundancy in its
compute architecture, with the DRIVE Thor
superchip delivering 2,000 teraflops of performance
[22]. On the software side, NVIDIA’s DRIVE OS
and DriveWorks SDK have streamlined the
development of AVs applications. DRIVE OS is an
operating system tailored for autonomous vehicle
applications running on DRIVE AGX-based
hardware. According to NVIDIA, it offers security
features like secure boots, security services, and
over-the-air updates [23]. DriveWorks SDK, on the
other hand, provides a library of modules, tools,
and reference applications that enable developers to
make full use of the DRIVE platform’s computing
power. NVIDIA has consistently raised the bar for
performance and scalability in embedded systems
for autonomous vehicles. From achieving
unprecedented levels of computational power with
platforms like DRIVE AGX Orin and the upcoming
DRIVE Hyperion 9 to software innovations such as
the DRIVE OS and DriveWorks SDK.

E. GM Cruise
In 2016, General Motors acquired Cruise

Automation and used their knowledge to develop
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one of the first level 4 autonomous vehicles
utilizing a custom embedded system called the
Cruise Self Driving Computer (CSDC). The CSDC
features a modular architecture that allows for
scalability and flexibility. One innovation in
Cruise’s embedded system is the use of a real-time
operating system (RTOS) called the Cruise AV OS.
The use of this RTOS allows for tight coordination
between different components of the autonomous
driving system.

Unlike the previous case studies, there is little
information regarding the embedded system, instead
the company website provides videos describing
how artificial intelligence has been integrated with
their system for better control. Still utilizing the
RTOS but combining it with deep learning
algorithms, Cruise AVs are able to track sudden
kinematic changes and accurate behavioral
predictions through miniscule details, allowing the
autonomous vehicle to determine the difference
between a right turn and a wide U-turn where other
systems would fail [24].

V. CHALLENGES

There are many things to consider when creating
autonomous vehicles. Not only do we need to
consider how the components work together in the
autonomous vehicle but we also need to view the
autonomous vehicle as a whole and observe its
impact on society. With this perspective, safety and
security are crucial objectives to perfect in these
vehicles, more so than the current automobiles
being driven.

A. Safety
The main safety concern stems from faults within

the automated system. A fault is at least one
deviation from the system’s usual condition and can
be classified as sensor (input) faults, actuator
(output) faults, and component or process faults
which are faults from anywhere else in the system
[25]. Sensor faults can be caused from various
issues such as hardware failures, environmental
factors like weather conditions, or adversarial
attacks such as spoofing or jamming. Reference
[26] further explains that jamming attacks disrupt
wireless communication channels by sending
jamming signals to block V2X network
communication. Spoofing attacks, on the other

hand, replace actual sensor data in existing
communication protocols, such as misleading GPS
receivers with stronger spoofed signals. Actuator
faults may result from mechanical breakdowns,
software bugs, or malicious interference like ECU
software flashing attacks aimed at gaining control
over the vehicle. These faults can potentially result
in unintended vehicle movements or complete loss
of control. Incorporating fault tolerance through
redundant hardware and software architectures is
essential in the presence of faults. Sensor fusion
techniques help overcome individual sensor
limitations and improve environmental perception
capabilities.

International standards, such as ISO 26262, are
fundamental in outlining the safety requirements for
road vehicles, encompassing the entire lifecycle
from development to decommissioning. This
standard assigns Automotive Safety Integrity Levels
(ASIL) to hazards, ranging from ASIL D (highest
hazard) to ASIL A (lowest hazard). The ASIL class
is determined by factors such as severity, exposure,
and controllability of the hazard. Verification
processes can help identify potential safety hazards
before deployment. This includes simulation-based
testing and real-world trials.

B. Cybersecurity
A significant cybersecurity challenge for

autonomous vehicles arises from their reliance on
open communication systems like V2X
(Vehicle-to-Everything) networks. Reference [26],
propose a systematic classification of security
threats derived from the principles of
confidentiality, integrity, and availability (CIA).
This includes false data injection attacks that feed
erroneous sensor data, information theft targeting
vehicle and user data, privilege escalation attacks to
gain unauthorized control, communication blocking
through denial-of-service attacks, and time delay
attacks that disrupt real-time performance. These
cyberattacks The range of potential cyberattacks
targeting the embedded systems of autonomous
vehicles is vast, necessitating a comprehensive
defensive approach. Efforts are underway to
develop cybersecurity standards like ISO 21434 that
present risk management requirements for the entire
vehicle life cycle. As well as IEEE 1609.2 that
defines secure data structures, formats, and
processing for vehicle security [26].
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VI. FUTURE DIRECTIONS

Many of the papers we reviewed explain the use
of embedded systems in safety protocols or
monitoring systems and provide simulations or
comparisons of the software through multiple
embedded systems. Many articles also detail the
importance of sensors and how they can be used to
gather information about the environment around
the vehicle that the embedded systems and code can
then react to. However, even with newer sensors or
other components, the main development involves
newer technologies such as artificial intelligence
(with all its levels), newer simulation methods, and
enhanced algorithms for tasks such as model
prediction or fault detection, all aimed to improve
the safety of the autonomous vehicles.

A. Integration of Artificial Intelligence
The emergence of artificial intelligence has

greatly impacted the way things work today. There
are many methods that could be improved by using
AI software or its many branches such as machine
learning (ML), deep learning (DL), reinforcement
learning (RL) and many more. Through these,
algorithms could be created to have the machines
test and learn on their own which provides better
opportunities for safety testing as tests could occur
in quicker successions and the algorithms would be

learning from each test instead of having to wait for
humans to feed the knowledge to improve the
system.

Reference [11] describes how newer technologies
such as deep learning, a form of artificial
intelligence, utilize a 3D representation of the
vehicle’s environment from the use of LiDAR
sensors which allow the vehicle to obtain a 360°
horizontal field of view to react to. They also detail
how current deep learning methodologies can be
implemented in two ways, either as a modular
perception-planning-action pipeline (Fig. 8a) where
there are four main components working together to
control the vehicle or as an End2End learning
fashion (Fig. 8b) where information regarding the
environment collected from the sensors is mapped
directly to the outputs, causing a more sudden
reaction to any changes [11]. Both options would be
able to utilize a new system called “learning
controllers” which, just like traditional controllers,
make use of prior models with fixed parameters to
control the movement of the vehicle but also learn
from and train based off their current models,
providing more accurate responses and controls
each test. This is achievable with the deep learning
technology that allows machines to learn through
repetition and fine-tune their algorithms on the fly.
However, there are some risks with this, for
instance, there could be a fault during one of the
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tests that negatively affects the results, without
someone catching that and fixing the issue the
algorithm can continue to train itself to exploit those
vulnerabilities leading to an unsafe performance
[11].

B. Improved Simulations
Utilizing more simulation platforms could also

assist in ensuring safety as more tests could be
conducted without endangering anyone and the
software could fine-tune the autonomous features.

Bouncing off the AI integration, companies have
taken to using AI to enhance the amount of testing
they can obtain without needing to go out in the
real-world and possibly endanger those on the
roads. Utilizing AI allows simulations to test a
number of scenarios such as specific locations,
various weather conditions, or reactions of
motorists that may take “thousands of road miles to
test it properly” in the real-world either due to rarity
of the occurrence or costly conditions. These test
scenarios also make use of a system called
non-playable character (NPC) AI to simulate how
pedestrians, other vehicles, and even emergency
vehicles may react at any given time to properly test
the autonomous features in a secure environment.
This method of testing is very scalable as any
interaction or experience can be generated with high
accuracy rather than having to go create a specific
scenario to test in the real-world [27].

One specific example is Car Learning to Act
(CARLA), an open-source simulator for
autonomous driving research. CARLA was created
for the sole purpose of supporting development,
training, and validation of autonomous driving
systems [28] while providing flexible

communication between the simulation
environment and the experimenter. Being
open-source, CARLA has access to and provides
digital assets such as urban layouts, buildings, and
vehicles that are designed specifically to simulate
real-world conditions. In [27], the platform was
used to evaluate three approaches to autonomous
driving: a modular pipeline (MP), a deep network
trained with imitation learning (IL), and a deep
network trained with reinforcement learning (RL).
To accurately evaluate these methods, forty-eight
different simulations were tested utilizing four
increasingly difficult driving maneuvers, two town
environments (with Town 1 used for training and
Town 2 used for testing), and six weather
conditions. The results in Table II present the
success rate of each condition (the higher the better)
with the MP and IL methods greatly outperforming
the RL method however, it is unclear which is better
between MP and IL as both had their wins in
different scenarios [28]. Overall, the simulations
were able to provide difficult and lifelike scenarios
for the autonomous vehicles to traverse which
provided more insight on what improvements could
be made for each system. Through more simulations
like this we can confirm the safety virtually,
ensuring the software will act and react properly,
before taking the real vehicles onto the road. These
simulations also provide an easier way for
manufacturers to catch on if their system is
exploiting any loopholes and adjust them
accordingly.

C. Model Predictive Control Improvement
A similar development for the future would be the

improved application of model predictive control
(MPC), which is intended to assist drivers and
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improve road safety. MPC has actually been used in
vehicles already through the adaptive cruise control
(ACC) model but due to its computational issues
researchers wish to improve it. In order to reduce
the computational intensity, researchers are
combining the MPC with move blocking (MB) and
constraint-set-compression (CSC) strategies while
still allowing it to maintain real-time
implementation. Through MB, the degrees of
freedom on the control input would be reduced
which makes the output a smaller value with a more
accurate approximation. However, if the
computational intensity is still high after that, the
CBC strategy will be implemented to set constraints
on the output significantly reducing the intensity as
it has limited the data that the MPC needs to review.
Two cases were tested to ensure this method
worked, the first test was with a vehicle that was
constantly accelerating and the second was a
vehicle in a more natural traffic flow, with both tests
three algorithms were tested: A - the baseline or
basic MPC, B - only the MB strategy, and C - using
both the MB and CSC strategies. Table III showing
the overall computational performance showing that
algorithm C (utilizing both the MB and CSC
strategies) was the most effective in improving the
computational speed as the maximum
computational time dropped from 52.95% with only
the MB strategy to 18.8% when utilizing both.
Table IV compares the loss of optimality through
the standard deviations while it does appear that
utilizing only MB would have fewer computation
errors than both MB and CSC, all errors are less
than 0.1% which means that the strategies have
negligible effect on the control optimality and
would still be the best option out of the three
algorithms [29].

D. Fault Detection Methods
To deal with a safety issue, a new fault detection

method has been proposed called a hybrid fault
detection and diagnosis (FDD) system which will

combine a standard autonomous vehicles fault
detection system with techniques such as fuzzy
logic and support vector machines (SVMs) to be
able to diagnose the fault. In order to diagnose the
fault though, three tasks must be completed: fault
detection to check if there is any fault or
malfunction in the system, fault isolation to locate
the faulty component, and fault identification to
determine the type of fault it is. One-Class SVM
becomes the fault detector and through simulations
proves that it can detect abrupt faults and slowly
changed faults in real-time by creating boundary
curves that classify safe and unsafe regions. Then a
Kalman filter observer is used to predict the
location of the fault with the Jarque-Bera test being
used to confirm the location by checking for noise.
Finally a neural network fuzzy system is used to
classify the fault types and through its neural
network nature it is able to learn and update its
calculations to accurately classify the faults [25].
Experiments were conducted resulting in the
One-Class SVM having a high detection rate and
the Kalman filter observer having a high location
accuracy, providing excellence in this new FDD
system and a new method to ensure safety.

VII. CONCLUSION

This survey has provided an extensive overview
of the role embedded systems play in the
development of autonomous vehicles. By
examining the historical context, fundamental
concepts, and architectural choices, we have shown
the complex interplay between hardware and
software components that enable self-driving
capabilities.

The case studies of industry leaders such as
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Waymo, Tesla, Baidu, NVIDIA, and GM Cruise
demonstrate the diverse approaches and innovations
in embedded system design. Tesla’s centralized
FSD computer exemplifies the pursuit of reduced
latency and simplified integration, while General
Motors’ CSDC showcases the advantages of a
distributed architecture in terms of scalability and
flexibility. Baidu’s Apollo platform demonstrates
the potential of hybrid architectures, combining the
benefits of centralized and distributed approaches.
As the case studies highlight, the choice of
architecture depends on the specific requirements
and priorities of each company.

The common misconception many people have is
that the current autonomous vehicles are level 5,
fully autonomous, when our survey shows that they
are much closer to level 2 or 3. This survey has
provided a comprehensive exploration of the
different levels of autonomy and the roles of
embedded systems in autonomous vehicles. We
have reiterated the importance of embedded systems
in enabling the core functionalities of autonomous
vehicles such as perception, localization, planning,
control, and system management.

However, the path to fully autonomous
vehicles is not without challenges. Safety and
cybersecurity remain the foremost concerns. As
research and development in these areas continue to
progress, we can expect to see significant
advancements in the level of autonomy achieved by
self-driving vehicles.

As we look towards the future of
autonomous vehicles, it is evident that embedded
systems will continue to shape the trajectory of this
technology. The rapid advancements in computing
power, sensor technologies, artificial intelligence
algorithms, coupled with the increasing investments
in research and development, paint a picture of a
future where autonomous vehicles become an
integral part of our daily lives.
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